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Background

oTrustZone on Cortex-A vs Cortex-M
o Cortex-M's rapid state switch has security implications

o The semantic gap resulting in potential confused-deputy attacks

S: Secure State

NS: Non-secure State
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Background
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Related Work

oRet2user, ret2dir, and boomerang attacks
o Targeting microprocessors with MMUs and modern OSes like Linux

oSecure communication mechanisms on Cortex-M TrustZone
o Our attack does not rely on tempering cross-state messages
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The ret2ns Attacks – Threat Model

Goal: user-space attacker in NS conducts privilege escalation

Assumptions:

omemory corruption vulnerability in S

oattacker utilizes NS system calls (SVC) for S interaction

oarbitrary code execution in S not possible for attacker

Target: to corrupt code pointer used by bxns/blxns in S



The ret2ns Attacks – Overview

Handler-mode-originated attacks
o IPSR is shared between states

Thread-mode-originated attacks
o CONTROL.nPRIV is banked between 

states



The ret2ns Attacks – A Walking Example

Secure State



The ret2ns Attacks – A Walking Example



Defense 1

MPU-assisted Address Sanitizer
oValidate memory access permissions 

for NS target

oVerify NS destination address 
against NS MPU configuration before 
bxns/blxns branches



Defense 2

Address Masking
oAssume user/kernel space programs in distinct, known memory regions

oApply bit-wise masking to NS target address



Defense Evaluation

A modified Blinky application with S and NS states
oHigher T: less frequent routine communications between states

oHigher N: less frequent service requests from NS to S

The Blinky application is a cross-world project with both non-secure and secure state programs, and it works on a system with 3 LEDs and a UART peripheral.
T controls the triggering frequency of the SysTick timer, and the N defines the number of nop instructions before each NSC function call. 



Q&A
Open-sourced at: https://github.com/CactiLab/ret2ns-Cortex-M-TrustZone
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