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CS 4910
Intro to Computer Security

Instructor: Xi Tan



|  2Today’s Agenda
● Class Logistics
● Introduction to This Course
● Computer Security Attacks



|  3Textbooks

William Stallings and Lawrie Brown, Computer Security: Principles and Practice, 4th 
edition, Pearson, 2017.

5th Edition, 2024 4th Edition, 2017



|  4Additional Resources

● Michael T. Goodrich and Roberto Tamassia, Introduction to Computer 
Security, Addison-Wesley, 2011

● Charles Pfleeger and Shari Pfleeger, Security in Computing.
● Charlie Kaufman, Radia Perlman, and Mike Speciner, Network Security: 

Private Communication in a Public World.
● Edward Skoudis and Tom Liston, Counter Hack Reloaded: A Step-by-Step 

Guide to Computer Attacks and Effective Defenses.
● Ross Anderson, Security Engineering: A Guide to Building Dependable 

Distributed Systems.



|  5Course Learning Objectives
1. Understand fundamental principles of the security field
2. Build knowledge of tools and mechanisms to safeguard a wide range of 

software and computing systems
3. A tentative list of the covered topics:

○ Cryptographic background and tools
○ Access control
○ Authentication
○ Software and system security
○ Network security
○ Database security
○ Microarchitectural attacks
○ Legal and ethical aspects
○ …



|  6First Month: See syllabus on Canvas for full schedule

Date Topic Notes
01/22 Overview I Chapter 1
01/27 Overview II
01/29 Crypto tools I (chap 2, 20) Assignment 1 Release
02/03 Crypto tools II (chap 2, 21)
02/05 Crypto tools III (chap 2.4, 2.5)
02/10 Authentication (chap 3)
02/12 Access control I (chap 4) Assignment 1 Due
02/17 Access control II (chap 4) Assignment 2 Release
02/19 Database security (chap 5)
02/24 Malicious software (chap 6) Lab 1 Due (Secret-Key Encryption)



|  7Grading Scheme
Letter grades are received by earning points



|  8Grading
● Assignment (4): 20%
● Hands-on Labs (3): 30%
● Research Paper (1): 10%
● Midterm Exam (1): 20%
● Final Exam non-cumulative (1): 20%
● Pop Quizzes: bonus points

- Homework/Projects should be done individually. The exam will contain 
several questions from the projects.

- Homeworks will be submitted via Canvas; they must be typed (diagrams can 
be hand-drawn) and normally would need to be submitted as a PDF.
- 0 points for homework if plagiarising is found. No exceptions. 



|  9Hands-on Labs (Individual)
SEED Lab: https://seedsecuritylabs.org/Labs_20.04/
To setup the environment, please follow the instructions: 
https://seedsecuritylabs.org/labsetup.html

Labs include:
● Cryptography: Secret-Key Encryption
● Network security: Packet Sniffing and Spoofing Lab
● System security: Buffer-Overflow Attack Lab (Set-UID Version)

https://seedsecuritylabs.org/Labs_20.04/
https://seedsecuritylabs.org/labsetup.html
https://seedsecuritylabs.org/Labs_20.04/Crypto/Crypto_Encryption/
https://seedsecuritylabs.org/Labs_20.04/Networking/Sniffing_Spoofing/
https://seedsecuritylabs.org/Labs_20.04/Software/Buffer_Overflow_Setuid/


|  10Hands-on Labs

Lab description

VM Link



|  11Research Paper (Individual)
● Topic should be:

○ Interesting to you
○ Relatively specific

■ E.g., encryption of vehicle communications, not just encryption
○ State-of-the-art

● IEEE double column format, 4 pages of actual text
● Contains:

○ Survey/summarization of 8 or more scholarly references
○ Anyone currently applying such research?
○ How would you build on this research if you had to?
○ I will have you submit your topic and the 8 or more references first



|  12Late Policy
All assignments are due on the day and time posted.

● You can submit an assignment up to 7 days late with a fixed daily penalty of 
10% out of total points. Latest submission (7 days late) will receive at most 
30% of max points even if it’s all correct; 0 points if more than 7 days late.

● The workload is heavy, you should start the assignments early! Excuses 
that you did not have enough time for an assignment will not be 
considered. Extraordinary circumstances will be considered at the 
discretion of the instructor (not the TAs!), contact the instructor via E-mails 
if you think these apply to you.



|  13Regrading requests

● Homework or exam regrade requests need to be submitted within two 
weeks of releasing the graded material to the class

● The request needs to be in writing clearly describing the error in grading



|  14Lectures

● Will mostly follow the textbook + additional resources
○ Read the lecture notes
○ Read relevant chapters if needed



|  15How to do well?

● Preview the textbook, attend lectures and review notes
● Start early on assignments
● Do homework, labs and projects yourself
● Ask TAs (and us) questions during office hours



|  16ADA, Military, Etc.
If you have any accommodations or special requests please make them known 
to me during office hours



|  17Instructor and Teaching Assistant
Dr. Xi Tan

Assistant Professor
Secure and Reliable System Research Lab (SRUNRISE)

Email: xtan4@uccs.edu
Homepage: http://mintancy.github.io 

Course page: https://mintancy.github.io/teaching/uccs/cs4910/spring2025.html

Office hours: M/W 3:00 PM - 4:30 PM or by appointment
Loc: Cybersecurity Building (3650 N Nevada Ave) A-120J or online

Teaching assistant: Aryan Padiyal
TA office hours: By appointment

I will try to post an announcement if I have to cancel office hours.

mailto:xtan4@uccs.edu
http://mintancy.github.io/
https://mintancy.github.io/teaching/uccs/cs4910/spring2025.html


|  18About Secure and Reliable System Research Lab
Director: Dr. Xi Tan

Research areas:
● (Embedded) System Security (Arm Cortex-M, Cortex-A, RISC-V, FPGA, etc.)
● Software Security
● Program Analysis and Compiler
● Vulnerability Discovery
● Network security
● IoT hacking/CTF platforms
● CTF competitions
● …
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Research: embedded system security

Existing Hardware/Software Issues/Limitations and Defenses on Embedded 
SystemsTan, X., Ma, Z., Pinto, S., Guan, L., Zhang, N., Xu, J., Lin, Z., Hu, H. and Zhao, Z., 2024. {SoK}:{Where’s} the {“up”?}! A Comprehensive (bottom-up) Study on the Security of Arm {Cortex-M} Systems. In 18th USENIX WOOT Conference on Offensive 

Technologies (WOOT 24)
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Research: control-flow integrity

Control-flow violation detection [1]:

Stack canaries [2]:

[1] Tan, X. and Zhao, Z., 2023, November. Sherloc: Secure and holistic control-flow violation detection on embedded systems. In Proceedings of the 2023 ACM SIGSAC Conference on Computer and Communications Security (pp. 1332-1346).
[2] Tan, X., Mohan, S., Armanuzzaman, M., Ma, Z., Liu, G., Eastman, A., Hu, H. and Zhao, Z., 2024, April. Is the Canary Dead? On the Effectiveness of Stack Canaries on Microcontroller Systems. In Proceedings of the 39th ACM/SIGAPP Symposium on Applied Computing (pp. 1350-
1357).
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Research: vulnerability discovery

Return-to-Non-Secure vulnerabilities [1]:

[1] Ma, Z., Tan, X., Ziarek, L., Zhang, N., Hu, H. and Zhao, Z., 2023, July. Return-to-Non-Secure Vulnerabilities on ARM Cortex-M TrustZone: Attack and Defense. In 2023 60th ACM/IEEE Design Automation Conference (DAC) (pp. 1-6). IEEE.



|  22eCTF participations



|  23If you want to be a security researcher …

Computer 
Networks

Compiler and 
Architecture

Programming 
Language

Operating 
Systems

Data Structures 
and Algorithms 

Network Security Software Security

Advanced Software 
Security

Ready to read/understand state-of-art 
software security papers/system

This course

Web Security AI/ML Security

…

…



|  24Why is Computer Security as a field?
Computer security is very broad as a field

It covers many areas:

● Network security
● Software security
● System security
● Web security
● Safety in programming language
● Database security
● Usable security
● Access control
● Privacy
● Cybercrime
● …



|  25Protocol Flaws: Heartbleed (2014)

https://github.com/adamalston/Heartbleed



|  26Protocol Flaws: Heartbleed (2014)



|  27CPU Flows (Intel, AMD, and ARM) (2017)

https://meltdownattack.com/



|  28CPU Flows (Intel, AMD, and ARM) (2017)
● Meltdown:

● Affected CPU Types: Intel, Apple
● Attack Vector: execution code on the system
● Method: Intel privilege escalation & speculative execution 
● Exploit Path: read kernel memory from user space
● Remediation: software patches

● Spectre
● Affected CPU Types: Intel, ARM, Apple, AMD
● Attack vector: execute code on the system
● Method: branch prediction & speculative execution
● Exploit path: read memory contents from other applications
● Remediation: software patches



|  29WannaCry Ransomware (2017)



|  30Colonial Pipeline Ransomware (2021)



|  31Protocol Flaws: Stealing Cars (2023)



|  32Return-to-Non-Secure Attack (2023)

https://github.com/CactiLab/ret2ns-Cortex-M-TrustZone



|  33Attacks on Large Language Models (2024)
● LLMjacking: link

Attackers exploited stolen cloud credentials to abuse LLMs, such as Anthropic's 
Claude, causing financial losses (e.g., $46,000/day).

● Prompt Injection: link
Techniques like BEAST bypassed LLM safety, creating harmful outputs in under a 
minute with minimal resources.

● Data Extraction: link
The "Imprompter" attack covertly extracted sensitive data from LLMs, with up to an 
80% success rate.

● Backdoor and Supply Chain Attacks: link
Hackers implanted backdoors during LLM training, triggering malicious behavior 
with specific inputs, posing supply chain risks.

● …

https://www.thetimes.com/business-money/technology/article/deepfake-fraudsters-impersonate-ftse-chief-executives-z9vvnz93l?utm_source=chatgpt.com&region=global
https://www.theregister.com/2024/02/28/beast_llm_adversarial_prompt_injection_attack/?utm_source=chatgpt.com
https://www.wired.com/story/ai-imprompter-malware-llm/?utm_source=chatgpt.com
https://blog.barracuda.com/2024/10/15/backdoors--supply-chain-attacks--and-other-threats-to-large-lang?utm_source=chatgpt.com


|  34Next Class

● Chapter 1 


