CS 4910 Lab 3 Report
Buffer-Overflow Attack Lab (Set-UID Version)

Notes: (IMPORTANT)
· It is required to use this report template.
· Report your work in each section. Describe what you have done and what you have observed. You should take screenshots to support your description. You also need to provide an explanation of the observations that are interesting or surprising. Please also list the important code snippets followed by an explanation.
· Simply attaching code or screenshots without any explanation will NOT receive credits.
· Do NOT claim anything you didn’t do. If you didn’t try on a certain task, leave that section blank. You will receive a ZERO for the whole assignment if we find any overclaim.
· Grading will be based on your description and the completion of each task.
· After you finish, export this report as a PDF file and submit it on Canvas.


Your Full Name: 
Email Address: 

I, __________(Your Full Name), have read and understood the course academic integrity policy.
(Your report will not be graded without filling in the above AI statement.)

1. [bookmark: _khsmp6accyo9]Task 1: Getting Familiar with Shellcode
[bookmark: _pblv2smju88]Task: Invoking the Shellcode
(Run two compiled binaries and report your observations. Can you run any commands in the new shell? Can you type and delete your input in the new shell?)



2. [bookmark: _thl7vo9yld4z]Task 2: Understanding the Vulnerable Program
Before you run “make” to compile the programs, change the corresponding Makefile lines in the Labsetup/code folder as follows:

L1 = 345
L2 = 190
L3 = 130

What is a Set-UID program? Explain how this Set-UID program owned by the root user can potentially be exploited by an attacker to obtain a root shell. In your explanation, make sure to reference the concepts of real UID (RUID) and effective UID (EUID).




3. [bookmark: _8v60hr5p7x4]Task 3: Launching Attack on 32-bit Program (Level 1)
(In the following tasks, you need to run and show the “whoami” command result before launching the attack and after getting the root shell in one image to prove that you did not run the vulnerable program under the root user.)
(Note 2 under section 5.1 is particularly important as you need to take this into consideration when developing your exploit. A guess of 200 bytes for gdb-pushed data would be a good start.)

Carefully follow the instructions in the handout.



4. [bookmark: _d8a2ic69hmbq]Task 4: Launching Attack without Knowing Buffer Size (Level 2)
Carefully follow the instructions in the handout.




5. [bookmark: _ixpx2jxdqgku]Task 5: Launching Attack on 64-bit Program (Level 3)
Carefully follow the instructions in the handout.




Task 6: Launching Attack on 64-bit Program (Level 4) is not required. But you are always welcome to try!
6. [bookmark: _qi8ihxxputcj]Task 7: Defeating dash’s Countermeasure
Carefully follow the instructions in the handout.





Task 8: Defeating Address Randomization is not required.
7. [bookmark: _17l4m2lxnmam]Task 9: Experimenting with Other Countermeasures
Carefully follow the instructions in the handout.
[bookmark: _stkmvk9wxi3k]Task 9.a: Turn on the StackGuard Protection


[bookmark: _qwcqmxvexwa0]Task 9.b: Turn on the Non-executable Stack Protection
